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Introduction
About ERNCIP Inventory
ERNCIP Inventory is a European central repository with information on European
experimental and testing facilities with CIP-related capabilities. The objective of
the Inventory is to help all types of critical infrastructure stakeholders to identify
and make contact with CIP-related experimental facilities with the competency of
their interest.
The system is a search tool accessible at https://erncip.jrc.ec.europa.eu, which
stores comprehensive profiles of the European laboratories. The profiles in the
Inventory contain basic information about the facility, including contact data;
thorough description of competencies; offered services; accreditations and
certificates hold; and also the experimental or testing equipment that the facility
possesses.
There are two distinct motivations to use the Inventory:
 Searching for information. The use of the Inventory search features is limited
to organisations working in the field of CIP. Thus the access requires formal
online registration. Many of the users will search for information in order to
find contractors for specific projects, look for consultancy, or get support in
certification related problems (e.g. finding certified solutions, getting
certification related consultancy or getting certified).
 Editing a Profile of a laboratory. The profiles of laboratories stored in the
system are limited to European Union facilities with CIP-related
experimental capabilities. The laboratories use the system as a marketing
tool. It provides for them improved visibility in the CIP world, hence
improving their business potential. Furthermore, it provides the opportunity
of contacting and being contacted by facilities with similar competencies,
contributing to knowledge exchange and improving the networking of the
European facilities.
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ERNCIP Inventory Homepage
All the users start using the ERNCIP Inventory by going to the homepage
(https://erncip.jrc.ec.europa.eu). The homepage has three main sections as
presented in the figure below.

1
2

3

1. Short description of the Inventory
2. Searching, gives the user access to search functionality of the system.
Access for searching is explained in the following section.
3. Editing a Profile, gives the user the possibility to apply for a facility profile
by clicking the “Register” button or editing an already existing profile by
5
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clicking the “Edit” button (see ‘Creating and Managing a Profile’ for more
detail).

Access for Searching
In order to get access to the Inventory searching capabilities, the organisation must
register first. Once the organisation is registered, the employees of the organization
can apply for individual access to the system.
The organisation registration process is composed of the following steps:
(1)

Applying for organisation membership. Any employee of the organisation with
an interest in the Inventory can initiate this process. The system
automatically controls whether this step is required or somebody from the
user organisation has already done it. The user just needs to go to the
homepage and submit the “Access for Searching” form (see the previous
section). If the user can get the access immediately an email will be sent to
the user (see the ‘Getting the Access Link’ section). Otherwise an
organisation registration form will be shown (see the ‘Search Organisation
Registration’ section). The following list briefly describes the scope of
information required during the registration:

•

Organisation identification details

•

Application justification, including the reasons why they are interested in CIP
and getting access to the Inventory

•

Contact Person, i.e. details of a person who can be contacted by the ERNCIP
Office for any question regarding the organisation

•

Email Domain List, being a list of email domain names authorised to access
ERNCIP search capabilities (see below)

•

Email List, being a list of specific email addresses authorised to access ERNCIP
search capabilities (see below)

The lists of email addresses and email domains specify who can apply for access to
the system.
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Important: The Emails Domain List is very important information and requires
being properly set as it defines the Inventory access rules for the Searching
capabilities. Only users with email addresses that have their domain name included
will be able to gain access to the Inventory Search capabilities.
Example:
Email Domain List = ‘office.eu’, ‘superlab.it’.
User1 with email = myname@superlab.it

 ACCESS GRANTED

User2 with email = myname@office.eu

 ACCESS GRANTED

User3 with email = myname@testlab.com  ACCESS DENIED as
‘testlab.com’ is not included in the Email Domain List.

(2)
Checking of the application. Once an application is registered the ERNCIP
Office carries out the necessary checks to confirm the existence of the organisation
and its relevance to the CIP.
(3) Register the organisation in the ERNCIP Inventory. If application checking is
successful, the organization will become a registered organisation of the ERNCIP
Inventory.
Once an organization is registered any employee, who possesses an e-mail address
belonging to the organisation, can become a search user of the Inventory. Each of
the users, however, must proceed with a simple registration process to be granted
the access (see the ‘Getting the Access Link’ section).
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Creating and Managing a Profile
Facilities which would like to have a profile in the ERNCIP Inventory should apply
first. As soon as the facility gets validated and registered into the system it becomes
an Inventory member. The Inventory member will have the possibility to upload
detailed information about their CIP related capabilities, such as description of
experimental equipment, laboratories, test beds etc.
The process of registration of an organisation is composed of the following steps:
(1)
Applying for membership (see the ‘Facility Registration’ section). The
following list briefly describes the type of information required during the
registration:
•

Facility identification details

•

Brief information about the facility and its activities

•

Responsible Persons, including details of a person in charge of the facility
content in the Inventory

•

Email Domain List, a list of email domain names authorised to access ERNCIP
Searching capabilities (see the previous section)

•

Email List, a list of specific email addresses authorised to access ERNCIP
Searching capabilities (see the previous section)

Note: The RP will be granted access to the Inventory in order to maintain the profile
of the facility.
(2)
Checking of the application. Once an application is registered the ERNCIP
Office carries out the necessary checks in order to verify that the profile of the
laboratory is related to CIP.
(3) Registering of the facility in the ERNCIP system. If application checking is
successful, the facility will become a registered Inventory member of the ERNCIP
Inventory.
Once the facility is registered the responsible person is informed by email and gets
the right to edit the profile of the laboratory. Furthermore, the employees of the
organisation get search access to the system.
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ECAS – User Authentication
ECAS is the European Commission's Authentication Service. It is the system for
logging on to a whole range of web sites and online services run by the Commission.
Once you've used ECAS to log on to a website or service, you won't have to identify
yourself again as long as you leave your browser open.
To register for the ECAS services, you have to visit the ECAS website:
https://webgate.ec.europa.eu/cas
and click on the link „Not registered yet”
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The registration page:

Note: Every time you want to use the ERNCIP system as a Responsible Person of a
Facility, it requires ECAS authentication (all the other functionalities do NOT require
ECAS authentication). To login as a Responsible Person, you will automatically be
transferred to the ECAS page, where you will be asked to enter your username and
password. Never enter your ECAS password on any page other than the special ECAS
page. And don't divulge it to anyone else - even system administrators and support
staff don't need to know it and shouldn't ask you for it!
10
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When logging in next time to the system, please make sure that you login to the
External domain:

1

2

If you are not in the External domain, you have to change it by clicking to “Change
it” (2) and then select “Neither an institution nor a European body” (3) and also
select “Remember my choice” (4).

3
4
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You can learn more about the ECAS authentication in the HELP menu of the above
mentioned website.

User Roles
ERNCIP Inventory has two types of users:
 Search users – who can search for information about European facilities in the
system
 Members – who provide description of facilities
The list of the features that users of each type can use is given below.
Feature

Search User

Member

Search Organisation Registration
Getting the Access Link
E-mail with the Access Link
Search User Dashboard
Simple Search
Advanced Search
Search Results
Facility View - General
Facility View - Experience
Facility View - Skills
Facility View - Testing
Facility View - Documents
Facility Registration
Member Dashboard
My Facilities
My Facility Viewing
Facility Editing - General
Facility Editing - Lists
Facility Editing - Taxonomies
Facility Editing - Documents
Facility Editing – Access Rights
Facility Editing – Adding a Responsible
Person
Facility Editing – Editing a Responsible
Person
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Searching
Search Organisation Registration
When you fill in the ‘Access for Searching’ form as the first person in your
organisation you will be redirected to the Search Organisation Registration form (see
the ‘Access for Searching’ section). The form must be filled in by one employee of
the organisation in order to get access to the search functionality of the system for
all the employees of the organization.

1
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2

3

4

5

6
7
14
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The form is composed of the following sections
1. Organization Identification Details, in which basic information about the
organization is captured.
2. Contact Person Details, in which information about a contact person, who
can be contacted in case the information provided in the registration form is
not sufficient, is provided.
3. Justification of the Interest in CIP, in which the organization must explain
how their activity is related to the area of Critical Infrastructure Protection.
(Otherwise the organization cannot be granted access to the Inventory.)
4. Organisation E-mails and E-mail Domains. This information is required to
manage access to the Inventory. All the e-mails and e-mail domains to which
access should be granted must be specified there. For instance if you specify
‘myname@mydomain.com’ a person with this e-mail address will be granted
access to the Inventory. On the other hand if you specify ‘mydomain.com’
all the people having e-mails in this domain will be granted access to the
Inventory, including ‘myname@mydomain.com’.
5. The form is protected using captcha. In order to submit the application form
you are required to type in the code presented in the image.
6. If you find it difficult to understand the code in the image you can generate
a new code.
7. Finally, you are required to accept the ‘Terms of Use’ of the system.
8. And you need to click the ‘Apply Now’ button.
Note: When you apply you will receive a confirmation e-mail to the address
specified in the form.
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Getting the Access Link
To get the access link to the search functionality your organisation must register
first (see the ‘Access for Searching’ section). Then you need to go to the homepage
and fill in the “Access for Searching” form.

1

2

3
4
1. E-mail – you need to specify the e-mail address that either has been
registered by your organisation or which comes from a domain registered by
your organisation.
2. Captcha – the form is protected with a picture containing a code that must
be provided in the ‘Code’ field.
3. Terms of use – you need to accept the terms of use of the system.
4. Submit – when you click the button a confirmation message will be displayed
and an email with the access link to the system will be sent to you
Note: The access link is valid for seven days only. After this period you will have to
fill in this form again to get another access link.
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E-mail with the Access Link
When you apply for the access link to the search functionality of the system you will
receive an e-mail with the content similar to the one presented below.

1

2

1. Access link – the e-mail contains an access link valid for 7 days.
2. Abuse reporting – if you did not request the link please report abuse by
clicking this link.
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Search User Dashboard
When you click the access link provided to you in the email the Search User
Dashboard will be opened in the browser.

1

2
3
4

1. User Manual – Contains a link to this user manual.
2. Logout – lets you finish the session.
3. Menu – provides links to the simple and advances search forms.
4. Simple Search Form – is opened by default.
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Simple Search
The simple search form provides basic functionality for searching for laboratories
with desired capabilities.

2
1

3

1. Search Terms – in this box you can specify the keywords to be searched for.
2. Search – the button executes the searching.
3. Advanced Search – is a link which redirects the user to the advanced search
form.
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Advanced Search
The form provides advanced filters for more fine-tuned searching.

1

11

2
3
4
5
6

7

9

8

10
1. Keywords – is used to find keywords within all the fields of the facility
profile.
2. Facility Name – words or parts of words being part of the facility name.
3. Country – country of the facility.
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4. Legal and Economic Status – the statuses of the facility.
5. Capabilities – keywords or parts of keywords that appear in the description
of the capabilities, services or competencies of the facility.
6. Equipment – keywords or parts of keywords that appear in the description of
equipment, test beds or test ranges of the facility.
7. Threats & Hazards – searches for facilities that have any of the entries of
the taxonomy specified.
8. Sectors - searches for facilities that have any of the entries of the taxonomy
specified.
9. Expand/Collapse All – buttons for collapsing/expanding all the entries of the
taxonomy.
10. Search – perform the searching.
11. Clear – clear all the filters.
Note: If you do not specify some of the filters they are ignored when the search is
performed.
Note: When you specify several filters the logical AND is applied in searching.
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Search Results
The search results are presented as a list of laboratories which meet the search
criteria and a map with the location of the laboratories (1).

1

2
4

3
5

About each of the facility the following information is presented:
2. Facility Name – being a link to the detailed profile of the facility.
3. Facility Address and Mother Organisation Name
4. Excerpts – excerpts with the keywords found in the facility profile
highlighted.
5. Icons – the icons indicate the source of the excerpt, which can be the
profile text, the documents uploaded to the profile or the web page of the
facility.
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Facility View - General
When the profile of a facility is opened by default the tab with general information
is presented.

1
2
3

4
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5

6

7

8

1. Name and Logo
2. Tabs – links to sub-pages with additional information about the facility.
3. Basic Data – basic information about the facility.
4. Address – address of the facility
5. Mother Organisation – details of the mother organisation (if present)
6. Accreditations – a list of accreditations owned by the facility.
Note: Accreditation is a process that leads to the certification of competence and
conformity in a specified subject or areas of expertise (within the context of
specified test procedure or protocol) for a facility or part of a facility e.g.
laboratory. Accreditation also implies that the facility or part of a facility is
authorized and recognized by thirds to conduct certification of competence and
conformity in their name and/or on their behalf.
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7. Competencies – a list of competencies of the facility.
Note: Competency is a cluster of related abilities, commitments, knowledge, and
skills that enable an organization to act effectively in a specific field or situation.
8. Contact Persons – a list of persons that can be contacted to get more
information about the facility.

Facility View - Experience
The Experience tab presents the following information:

1

2

3
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4

5
1. Participation in Networks and Associations - refers to a participation in
national/international projects such as Framework programmes.
2. Threats and Hazards – a list of threats and hazards that the work of the
facility is related to. The threats and hazards are selected from the
provided taxonomy.
Note: Threats and hazards are negative events that can cause a risk to become a
loss. A threat can be expressed as an aggregate of risk, the consequences of risk,
and/or the likelihood of the occurrence of the event. A threat may be a natural
phenomenon such as an earthquake, flood, storm, or a technological incident such
as fire, power failure, or a man-made malicious incident, e.g. sabotage, terrorist
attack etc.
3. Critical Infrastructure Sectors and Subsectors – a list of sectors and
subsectors that the work of the facility is related to. The sectors and
subsectors are selected from the provided taxonomy.
Note: A sector is an economic area in which products and/or services are exchanged
between supply and demand entities through the exploitation of physical and metaphysical assets. A subsector is a distinct subset of the sector's market, society,
industry, or economy with a common set of distinct features.
4. Experience – a list of references, e.g. projects that the facility was involved
in, published papers, etc.
5. Research Activities – a list of research activities that have been or are
currently undertaken by the Facility.
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Facility View - Skills
The skills tab contains the description of capabilities and services.

1

2

1. Capabilities – contains the description of experimental, training, simulation
and modelling and any additional capabilities.
Note: Experimental capability is the capability to conduct experiments and
experimentation within the field or fields of competence.
Note: The training capability refers to the portfolio of trainings that the facility
provides.
Note: Simulation & modelling refers to the ability to conduct and emulate physical
or meta-physical experimentation in a virtual manner (including via remote access)
such as fluid mechanics simulation, network attacks simulation etc.
2. Services – contains the description of consulting and certification services.
Note: Consulting services refers to the scope of services related to giving advice
to interested bodies on technical matters of competence.
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Note: Certification services refers to a service that is provided by the accredited
facility or laboratory based on an agreed test procedure or protocol which in the
event of a positive outcome leads to the release of a certificate of conformity with
the test procedure conducted.

Facility View - Testing
The Testing tab contains the description of the most important pieces of equipment
that the facility possesses.

1

2

3

1. Test Equipment – a list of pieces of test equipment.
Note: Test equipment may be any laboratory apparatus, instrumentation and special
tools or tooling to carry out work in the field of competence for the relative facility.
2. Test Beds – a list of test beds.
Note: A test bed is a collection of equipment that has been specifically designed and
built to match a specific test need and conduct tests or research in the field of
competence of the facility.
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3. Test Ranges – a list of test ranges.
Note: A test range is an area in which tests are conducted in an open or controlled
and secure environment such as an 'explosives and armaments' test range.

Facility View - Documents
The documents tab contains the list of additional documents about the laboratory.

1

2

1. List of file – a list of files about the facility
2. Download – each of the files can be downloaded and viewed locally.
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Profile Editing
Facility Registration
If you wish to have a Facility profile in the Inventory and use the system for searching for
information you must register first. To this end the following information must be provided:
1.
2.
3.
4.

Basic information about the organisation
Details of a Contact Person
Details of a person responsible for the facility profile
System access configuration
1

3

2
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4

5

6

7
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The Organisation details entry form is composed of the following sections
1. Facility Identification Details, in which basic information about the Facility
is captured.
Note: the ERNCIP Office wishes to apply a “laboratory level approach” in
the Inventory. That is to say, the Inventory would not handle detailed
information about the “mother organizations” as a whole, but will focus on
individual labs only. As an example, suppose a big research institute has 80
laboratories, out of which 20 conduct CIP related activities and all of them
would like to join the Inventory. The Inventory will store 20 different
profiles about those 20 laboratories, and will not store a profile for the
institute itself, since the latter has no significant value for the search users.
(We suppose that the search users would like to get to a security solution
quickly, and do not wish to learn about institutions organizational structure,
missions and strategies, activities etc.)
Please note that you can provide basic information of your mother
organisation to your profile: see point 6.
2. Offered Services, in which brief information should be provided about your
testing and experimental services.
Note: our database can accept facilities only that can demonstrate their CIP
related activities. For this reason, provide a clear answer in this field in
order to help us quickly accept your application.
3. Country, in which information should be provided in which EU country the
Facility is situated.
Note: the ERNCIP Inventory is funded by the European Commission, and for
this reason we can accept application of facilities that situated in the
territory of the European Union.
4. Contact Person, in which field provide Contact Persons, who are authorised
to provide technical information for the interested ERNCIP Inventory users
about your Facility's services, capabilities, equipment etc.
5. By clicking on New Person a new block of entry fields expand where you can
add new a Contact Person to the Facility profile. You can learn more about
these entry fields in point 8.
6. Facility is part of a larger organisation, please tick this box if your
laboratory is part of a larger organisation, and also you wish to share this
information with the ERNCIP Inventory users.
If you do not tick this box, you do not have to provide any information about
your mother organisation.
7. Mother Organisation, in which the Facility can provide the basic contact
information about its mother organisation.
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8

9

10

11

8. Contact Person Details, in which field provide details of Contact Persons,
who are authorised to provide technical information for the interested
ERNCIP Inventory users about your Facility's services, capabilities,
equipment etc.
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9. Remarks, in which field you can provide additional information about the
availability of the Contact Person (e.g. call me only from 10.00AM till
12.00AM).
10. Language, in which field you can let others understand what language they
can use to get in touch with the contact person.
Note: if applicable, we recommend you to indicate the English language at
the first place, as this is the default language of the ERNCIP Inventory.
11. The table shows the actual list of Contact Persons who have already saved in
the application.

34
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12

13

14

15

16

12. Access Rights, in which block of fields you can define, who will have the
right to manage (edit, modify, delete etc.) your profile, and what group of
35
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employees of your organisation would have access to the search
functionality of the system.
13. Responsible Person, in which field you have to define the persons who will
have the right to modify this profile.
Note: no data about the Responsible Persons will be published in the Facility
Profile, this information is necessary for the profile management only. The
role of Responsible Person was created, because most of the facilities
(especially the bigger ones) have their internal process for publishing any
material to the public. In practice it means that in most cases, a technical
person (Contact Person) would compile the profile, and a manager or the PR
department (Responsible Person) would approve it.
14. By clicking on New Person a new block of entry fields expand where you can
add new a Responsible Person to the Facility profile. You can learn more
about these entry fields in point 17.
15. Rights to Search Functionality, where you can define the e-mail domains
and the individual e-mail addresses of your Facility.
Note: All the employees of your organisation have the right to use the
search functionality of the ERNCIP Inventory. To make this possible, here
you have to specify the email domain/s used by your organisation. If you
have e.g. laboratory.org as a domain, all the owners of emails like
john.smith@laboratory.org will be allowed to use the system.
If you do not have corporate e-mail domain or some of your employees do
not have corporate e-mail address, please specify their email addresses
individually. The owners of the email addresses specified in the list will also
be allowed to use the system.
16. By clicking on New E-mail Domain/E-mail a new entry field expands where
you can add new a item to the list that defines the e-mails of your
colleagues. You can learn more about these entry fields in point 19.
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17

18

17. Responsible Person, in which block of fields you can to define the detailed
contact information of the persons who will have the right to modify this
profile.
37
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Note: the Contact Persons do not have access to the profile management
functionalities of the system. Even if the Contact Person and the
Responsible Person is the same person, you have to enter the data to both
fields.
18. In some larger organisations one single person (e.g. working in the PR
department) can be a Responsible Person for many facilities in the same
time. In these cases, click on “Link to existing Responsible Person” so as you
do not have to re-enter the data, once a Responsible Person was already
registered in another facility.

19
21

19. In the entry field of “New E-mail Domain/New E-mail” you can specify the
e-mail domains or the individual e-mails used by your organisation.
20. After entering the new e-mail domain or e-mail, click on the Add button or
press Enter to add the new item to the system.
21. Cancel button: by pressing this button, you can leave this entry field
without adding the new item to the e-mail domain or e-mail list.
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20

22

23
24
22. The form is protected using captcha. In order to submit the application form
you are required to type in the code presented in the image.
23. If you find it difficult to understand the code in the image you can generate
a new code.
24. Finally, you are required to accept the ‘Terms of Service’ of the ERNCIP
Inventory.
And you need to click the ‘Apply Now’ button to send the application to the ERNCIP
Office.
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Member Dashboard – My Facilities
The Member Dashboard provides an overview about the facilities where the user is
assigned as a Responsible Person and thus, can edit their data.

1
2

1. The list of facilities where the user is assigned as a Responsible Person. By
clicking the link of the facility, the system directs you to the facility viewing
(see next chapter)
2. When finishing the management of your facilities, you can directly go to the
search functionalities of the system.

My Facility Viewing
Once the facility is selected, the Responsible Person can access the full profile of
the Laboratory, and can add, modify, edit or delete any information in it.
1. The green information bar shows when the profile was last updated.
2. Logo: in order to support the visual identification of your laboratory, you
can upload the logo of your laboratory or your organisation. If you would like
to change the picture, you have to delete the old picture first and then
upload the new one.
3. Publish-unpublish button. You can use this button if you would like to
suspend and restore the accessibility of your profile for the search users.
4. By clicking the Edit button you can edit the basic attributes of your
laboratory.
Note: The attributes that are empty are not visible in the first view. When
you click on the Edit button, you are able to see and edit all the attributes.
40
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5. Tabs: the tabs structure the different attributes of the Facility`s profile.
Under each tab you can find a set of attributes of your Laboratory.
Note: When you open a Facility profile, the General tab appears on the
screen first, by default.
6. Limitation of services: optional field where the Facility can report if they
have limitations in providing services e.g. they can conduct works for EU
governments only.
Note: It can save a lot of effort for both sides if the users could learn about
these restrictions at the very early stages of the searching process.
7. Number of employees: if you just give a number, it will mean the absolute
number of employees in the lab. However, if you have several part-time
workers, or some of your employees are involved in other labs’ work, you
can indicate your staff availability in man-year or man-month as well.
Note: this entry field is not for numerical only, feel free to enter texts
(measurement units, like “man-year”) or other comments.
8. Address, in this field you can edit the address of your organisation. Based on
the provided address the system automatically identifies the geographical
position in the map.
Note: our system uses the Google map service which might position your
laboratory to a different place then actually it is. In this case you have the
possibility to change the position in the map by (1) accessing the edit mode
of the address (2) click on the position-icon and move it to the right place.
For zooming please use the mouse’s scroll wheel.
9. Mother Organisation, in which block of fields the Facility can provide the
basic contact information about its mother organisation.
10. Accreditations, in which field you can list all the accreditations that the
Facility possesses.
Note: Accreditation is a process that leads to the certification of
competence and conformity in a specified subject or areas of expertise
(within the context of specified test procedure or protocol) for a facility or
part of facility e.g. laboratory. Accreditation also implies that the facility or
part of facility is authorized and recognized by thirds to conduct
certification of competence and conformity in their name and/or on their
behalf.
11. Edit accreditations: by clicking this icon the system directs you to a page
where you can edit the selected accreditation items.
12. Competencies, in which field you can describe the abilities, commitments,
knowledge, and skills that enable your Facility to act effectively in a
specific CIP field or situation.
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13. Contact Persons, in which field you can list the persons who are authorised
to provide technical information for the interested ERNCIP Inventory users
about your Facility's services, capabilities, equipment.
14. Edit Contact Persons: by clicking this link the system directs you to a page
where you can edit the details of Contact Persons.
Note: at least one Contact Person is mandatory for every profile in the
ERNCIP Inventory.

42
ERNCIP Inventory User Manual - Version 2.0.0

1

2

5
3

4

6

7

43
ERNCIP Inventory User Manual - Version 2.0.0

8

44
ERNCIP Inventory User Manual - Version 2.0.0

9

10

11

45
ERNCIP Inventory User Manual - Version 2.0.0

12

14

13

Facility Editing - Experience
The Facility profiles contain several further attributes that help to describe and
promote your laboratory in more detail. These attributes can be managed
individually.
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1
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1. List of items: “Participation in Networks and Associations” where you can
list all the related networks and associations in which your Facility works or
holds a membership.
2. Add, Edit and Delete: by clicking the relative icons you can add a new item
to the list, or you can edit or delete the existing item.
The Facility profiles have two attributes that can be described with taxonomies: the
“Threats & Hazards” and “CI sectors and subsectors”. Taxonomies help the users to
use the same expression for the same things, thus can make either the searching or
the promotion more effective. At present, the ERNCIP inventory applies 2-level
taxonomies in both attributes.
Below we describe the use of the taxonomy for the “Threats & Hazards”, and the
same methods can be applied to “CI sectors and subsectors” as well.
3. Taxonomy tree of threats and hazards: in this tree-view you can select all
the relevant threats and hazards that your Facility can deal with.
Note: we encourage you to select all the possible items that are – even
potentially – applicable to your facility.
4. Collapse all: by clicking this link only the first level of the taxonomy will be
visible.
Note: if you select a first-level item, all the belonging items in the second
level will be selected automatically as well.
5. Expand all: by clicking this link, the full tree with all the second level items
will be visible.
6. Edit: by clicking this link you can add or remove items to the relevant
attribute. The opens a window where you can tick or untick the selected
items (see next screenshot).
7. Taxonomy tree of CI sectors and subsectors: in this tree-view you can
select all the relevant CI sectors and subsectors that your Facility can deal
with or address.
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8. Edit taxonomies: when editing a taxonomy, a pop-up windows appears on
the screen where you can select the relevant items. By ticking a first level
item (e.g. technical hazards) all the relative second level items will be
ticked or unticked.
9. Save button: by pressing this button, you can save all the changes you made
in this attribute.
10. Cancel button: by pressing this button, you can leave the editing field
without saving the changes.
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11. Experience: A list of references, e.g. projects that the facility was involved
in.
12. Research Activities: You can enter the research activities that have been or
are currently undertaken by the Facility.

Facility Editing - Skills
The Skills tab presents the attributes about capabilities and services of the facility.
1. Capabilities: in this group of fields you can describe the capabilities of your
Facility in detail. The capability attributes can be edited by clicking on the
edit icon as indicated by the 1/a.
Note: Structuring your capabilities will help the search users to easily find
you in case of any special problem (e.g. in case a government agency would
like to contact a lab who has capabilities in hydrological simulation and
modelling.)

50
ERNCIP Inventory User Manual - Version 2.0.0

2. Experimental capabilities: you can describe your capabilities to conduct
experiments and experimentation within the field or fields of competence.
3. Training capabilities: you can describe your capabilities to organise and/or
conduct trainings within the field or fields of competence.
4. Simulation and modelling capabilities: you can describe your ability to
conduct and emulate physical or meta-physical experimentation in a virtual
manner (including via remote access) such as fluid mechanics simulation,
network attacks simulation etc.
5. Other capabilities: in this field you can describe any other capabilities that
you consider important for promoting your Facility (e.g. engineering
capabilities where you can present your ability to use the results of
experiments on components of a system to infer properties of the complex
system.)
6. Services: in this group of fields you can describe non-material services of
your Facility in detail. The service attributes can be edited by clicking on
the edit icon as indicated by the 6/a.
7. Consulting services: you can describe the scope of services related to giving
advice to interested bodies on technical matters of competence.
8. Certification services: you can describe services that are provided by your
accredited facility or laboratory, based on an agreed test procedure or
protocol which in the event of a positive outcome leads to the release of a
certificate of conformity with the test procedure conducted.
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Facility Editing - Testing
In this section you can specify in detail all the testing capabilities that your facility
possesses. That this section can provide important technical information for the
search users, helping them to find the most competent facility for their needs. For
this reason, to support the description testing capabilities, the system offers you to
apply rich texts (bold, italic characters etc.) and to enter pictures to each items.
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1. Test equipment: Laboratory apparatus, instrumentation and special tools or
tooling to carry out work in the field of competence for the relative facility.
2. Add new item: by clicking the green icon you can add a new item to the
list.
3. Edit: by clicking this icon you can edit the existing item – e.g. add new
pictures or change the existing ones.
4. Delete: by clicking this icon you delete the item, including the text and the
pictures.
5. Gallery: By clicking the small magnifying icon you can see the picture
gallery linked to the item.
6. Test bed: A test bed is a collection of equipment that has been specifically
designed and built to match a specific test need and conduct tests or
research in the field of competence for the relative facility.
7. Test ranges: A test range is an area in which tests are conducted in an open
or controlled and secure environment such as an 'explosives and armaments'
test range

Facility Editing - Documents
You can upload any kind of documents to your profile about your organisation, e.g.
pictures about experiments, test beds or equipment, leaflets or brochure about your
activities, or documents that describe your achievements.
1. In order to manage your documents, you have to go to the Documents Tab.
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2. List of documents: you can see the list of documents (numbered) that
already has been uploaded to the profile.
3. By clicking the blue arrow-button you can download any of the selected
documents.
4. Delete: press this link to remove the selected document from the profile.
5. Add new Document (Upload file): by pressing this button the system directs
you to a page where you can upload a new file to the profile (see next
screenshot).

Facility Editing – Access Rights
Under the Access Rights tab the Responsible Persons can edit all the access
information related to the Facility. Here two sets of access rights can be managed:
 E-mail domains/E-mails: here the search user access can be set up, by
defining the e-mail domains of the Facility and/or the individual e-mail
addresses of the employees.
 Responsible Persons: i.e. those users who have the right to edit the profile
Note: the Contact Persons do not have access to the profile management
functionalities of the system. Even if the Contact Person and the Responsible Person
is the same person, you have to enter the data to both fields.
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1. Name of the edited Facility
2. Brief explanation of access rights in the system
3. List of e-mail domains and individual e-mails, which list defines rights to
search functionality of the system. In the list you can find all the e-mail
domains and e-mails that have been inserted so far to your Facility.
Note: All the employees of your organisation have the right to use the
search functionality of the ERNCIP Inventory. To make this possible, here
you have to specify the email domain/s used by your organisation. If you
have e.g. laboratory.org as a domain, all the owners of emails like
john.smith@laboratory.org will be allowed to use the system.
If you do not have corporate e-mail domain or some of your employees do
not have corporate e-mail address, please specify their email addresses
individually. The owners of the email addresses specified in the list will also
be allowed to use the system.
4. To add a new e-mail domain or e-mail, click on the green+ button.
5. Edit: by clicking on the edit icon you can edit the e-mail domains and emails in the list
6. Delete: press this link to remove the selected e-mail domain or e-mail from
the list.
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7. List of Responsible Persons of the Facility, who have the right to edit this
profile.
8. By pressing the link of a Responsible Person, the detailed information of
the person appears.
9. Delete: press this link to remove the selected Responsible Person from your
Facility profile.
Note: as a Responsible Person is removed, the ERNCIP Inventory sends out
an e-mail to every Responsible Persons (including the removed one) and
Contact Persons of the Facility, informing them about the change.
10. By pressing the link Add New Person, the system will direct you to the page
where you can assign a new Responsible Person to your Facility profile.
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11. Add New Responsible Person, in this block of fields you can assign a new
Responsible Person who will have the right to edit and modify this profile.
Note: no data about the Responsible Persons will be published in the Facility
Profile, this information is necessary for the profile management only.
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12. In some larger organisations one single person (e.g. working in the PR
department) can be a Responsible Person for many facilities in the same
time. In these cases, click on “Link to existing Responsible Person” so as
you do not have to re-enter the data, once a Responsible Person was already
registered in another facility.
13. Responsible Person data, in which block of fields you can to define the
detailed contact information of the persons who will have the right to
modify this profile.
14. Add button: by pressing this button, you can save all the changes you made
in this fields and the new Responsible Person will be assigned to the Facility
profile.
Note: as the change is saved, the ERNCIP Inventory sends out an e-mail to
every Responsible Persons and Contact Persons of the Facility, informing
them about the changes.
15. Cancel button: by pressing this button, you can leave this entry field
without saving the changes.

60
ERNCIP Inventory User Manual - Version 2.0.0

